Birmingham City Council

Report to Cabinet
10 July 2026

Title:

Lead Member:

Relevant Overview and Scrutiny
Committee:

Has this report been shared with the
relevant Overview and Scrutiny
Committee Chair?

Report Author:

Authorised by:

Is this a Key Decision?

Reason(s) why not included on the
Forward Plan and confirm who has
authorised it to be considered:

Is this a Late Report?

Reason(s) why Late and confirm who has
authorised it to be considered:

Is this decision eligible for ‘call in?’

If ‘call-in’ has been dis-applied, please
provide reason(s) and confirm who has
authorised:

Wards: All

Does this report contain
exempt or confidential

information?
Yes

KEY DECISION PLANNED
PROCUREMENT ACTIVITIES (JULY -
SEPTEMBER 2026)

Councillor Chris Garghan, Cabinet Member
for Finance

Councillor Robert Alden, Overview and
Scrutiny for Corporate and Finance Chair

Yes

Adrian Leibovitch, Assistant Director,
Finance Directorate
Adrian.Leibovitch@birmingham.gov.uk

John Coyne, Director — Commercial and
Procurement, Finance Directorate

Yes
Forward Plan Reference: 016439/2026

Not Applicable.

No
Not applicable

Yes
Not Applicable.
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included on the Notification
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Matters in Private?

Reasons why not included on the
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authorised it to be considered:

Not Applicable
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1.2

1.3

3.1

3.2

4.1

4.2

4.3

EXECUTIVE SUMMARY

This report presents a programme of planned procurement activity for the period
July - September 2026.

The report seeks Cabinet approval to commence the procurements listed in
Appendix 1, noting this satisfies pre-procurement approval to proceed with the
detailed design and procurement approach, and delegates the contract award to
the Chief Officer for operational execution.

The detailed procurement design and technical information is contained within
internal governance processes (Procurement Strategy Reports) and is not
replicated within this report, ensuring Cabinet consideration remains focused on
strategic decision making.

COMMISSIONERS’ REVIEW

Commissioners have no observations on the report.

RECOMMENDATIONS
That Cabinet:

Approves the commencement of the procurement programme set out in Appendix
1, with the associated Exempt information in Appendix 2.

Delegates authority to the relevant Chief Officer (or their delegate) to Award each
applicable contract and execute the contract in consultation with the Chief
Finance Officer (or their delegate), Director of Commercial and Procurement (or
their Delegate), the Monitoring Officer (or their delegate), and the Executive
Member Portfolio Holder.

KEY INFORMATION

Context

This report sets out the planned procurement activity over the next few months
where due to the estimated contract value each planned procurement is above
the financial value of a Key Decision.

This report adopts a programme-based approach to pre-procurement approval,
enabling Cabinet to:

4.2.1 Maintain oversight of planned procurement activity
4.2.2 Approve commencement of procurements collectively

4.2.3 Focus on strategic considerations rather than detailed procurement design.

This approach responds to the volume and scale of procurement activity
undertaken by the Council, ensuring that governance remains proportionate,
efficient and focused on strategic decision-making.
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4.4 The detailed procurement design, evaluation and delivery are undertaken
through established officer governance processes, including oversight from Legal
Service and Finance Service, and by Commercial and Procurement Services, in
assuring associated Procurement Strategy Reports and Contract Award reports.

4.5 The procurements included for approval at include:

4.5.1 Provision of an Internal Al-Driven Network Defence and Anomaly Detection
Solution;

4.5.2 Provision of Managed Security Operations Centre (SOC), Security
Information and Event Management (SIEM) and Security Orchestration,
Automation and Response (SOAR) Services;

4.5.3 Provision of a Hosted Real-Time Intelligent Security Compliance and
Vulnerability Management Solution;

4.5.4 Strategic Workforce Planning & Leadership Programmes (PQ0652-1_2026)
4.5.5 Revenues Processing Service (P1241_2026)

4.6 Cabinet, a Cabinet Member or the Corporate and Finance Overview and Scrutiny
Chair may request to receive a briefing on a specific procurement where there
are sensitivities or requirements that necessitate further consideration.

4.7 A strategic summary of each procurement is included at Appendix 1.

4.8 The financial information for each item is detailed in Appendix 2 — Exempt
Information.

Proposal and Reasons for Recommendations

4.9 To approve the programme of planned procurement activities as set out in
Appendix 1, for which the estimated total contract value attributed to each
procurement is included at Appendix 2.

410 Approval of the procurement programme enables the Council to take a
coordinated and forward-planned approach to commissioning activity, ensuring
that key services and priorities are delivered in a timely and efficient manner.

4.11 Cabinet approval provides strategic endorsement of the procurement activity,
while detailed procurement design, evaluation and delivery are undertaken
through established officer governance processes, ensuring decisions are taken
at the appropriate level.

4.12  All procurements included within the programme are subject to robust internal
governance, including procurement strategy and subsequent contract award
report, oversight and assurance from internal services namely, Legal and
Finance, and Commercial and Procurement.

4.13  Approval will enable the commencement of the procurement activity for the award
for of contracts which support the delivery of the Council’s services.

414  This programme-based approach to pre-procurement approval reflects the
principles-based and proportionate approach to procurement governance
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introduced under the Procurement Act 2023 and is consistent with the Council’s
current Procurement and Contract Rules.

Other Options Considered

4.15

6.2

71

7.2

7.3

In accordance with the Council’s requirements, consideration has been given to
whether the goods, services and works included within this report could be
delivered in-house. The outcome of the relevant assessments indicates that the
required capacity, capability or specialist expertise is not available within the
Council to deliver these requirements effectively, and therefore external
procurement is required.

RISK MANAGEMENT

Members should note that in respect of any procurement projects which are
sought to be referred back to Cabinet for further considerations these may impact
on timescales around the delivery of those projects.

Key risks attributable to each procurement are included in Appendix 1.

CONSULTATION

This report to Cabinet is copied to Cabinet Members and Cabinet Support
Officers and therefore is the process for consulting with relevant cabinet and
scrutiny members. At the point of submitting this report Cabinet Members have
not indicated that any of the planned procurement activity needs to be brought
back to Cabinet for executive decision.

All procurements included within this programme have been subject to the
Council’s internal governance and assurance processes. Financial approval for
the estimated contract values has been obtained through the relevant Spend
Control Board prior to inclusion within the programme.

MEMBER ENGAGEMENT
Ward Councillor(s)

Not applicable
Overview and Scrutiny

The Corporate and Finance Overview & Scrutiny Committee Chair has been
consulted on the contents of this report and has not indicated that any of the
planned procurement activity needs to be brought back to Cabinet for executive
decision.

Other
Not applicable.
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8.1

8.2

8.3

8.4

8.5

8.6

8.7

8.8

8.9

IMPACT AND IMPLICATIONS
Finance and Best Value

Specific details of how decisions will be carried out within existing finances and
resources are set out in the Appendix 1, whilst estimated contract value for each
planned procurement is set out in Appendix 2 — Exempt information.

Any cashable savings generated as a result of the procurement exercises are
detailed are managed as part of the applicable service areas savings target as
set out in the Medium-Term Financial Plan (MTFP), and or any approved
business cases attributable to the financial approvals gained prior to the
commencement of these procurement projects.

Legal

Members are reminded that, as a Local Authority, the Council has specific duties
under public sector procurement. The primary legislation governing new
procurements is the Procurement Act 2023 and the Procurement Regulations
2024. Frameworks established under the Public Contracts Regulations 2015
(PCR2015), may only be used where they remain valid, unexpired, and have
sufficient funds available, in accordance with the relevant transitional provisions

Section 1 of the Localism Act 2011 contains the City Council’s general power of
competence and Section 111 of the Local Government Act 1972 contains the
Council’s ancillary financial and expenditure powers in relation to the discharge
of its functions.

Equalities

Details of the Equality Act requirements will be set out in the individual reports
which should also consider application of Equality Impact Assessments in line
with Council Policy.

Procurement

As noted under the Legal Implications the Council has a duty to ensure that public
sector procurement activity is in line with public sector legislation; specifically, the
Public Contracts Regulations 2015, the Procurement Act 2023 and associated
transitional provisions and the Procurement Regulations 2024.

For each of the individual projects the specific procurement routes to market are
set out and detailed in Appendix 1.

People Services

There are no specific staffing implications with the recommendations of this
report.

Climate Change, Nature and Net Zero

While the procurements listed in Appendix 1 do not directly deliver carbon
reductions, the network security and cyber security solutions required enable
secure digital-first service delivery and reduce reliance on physical infrastructure.
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8.10

8.11

8.12

9.1
9.2

10

By using a secure hosted solution rather than on-premise hardware, the Council
lowers energy consumption and supports more sustainable ICT operations.
Strong cyber security also underpins remote working, smart technologies and
other digital innovations that contribute to the Council’s wider net zero objectives.

Corporate Parenting

There are no implications or opportunities in relation to the Corporate Parenting
responsibility arising from the recommendations in this report.

Other

There are no other implications arising from the recommendations in this report.

APPENDICES
Appendix 1 - Planned Procurement Activity (July — September 2026).

Appendix 2 - Exempt Information.

BACKGROUND PAPERS
Not applicable.

Page 7 of 13



APPENDIX 1 — PLANNED PROCUREMENT ACTIVITIES (JULY — SEPTEMBER 2026)

1. Provision of an Internal Al-Driven Network Defence and Anomaly Detection Solution

Procurement
Route

Rationale

Key risks:

Cyber resilience
and
interoperability

Delegation To:

Chief Officer(or
their delegate)

Purpose: To ensure the provision of advanced machine learning cyber security capability to
detect internal threats and anomalous activity.
Service Please see exempt Appendix 2
Rationale
Existing Please see Exempt Appendix 2.
Arrangements The current reseller arrangement is ending in July 2026.
Strategic To support the protection of critical information and communication technology
outcome systems, and data in fulfiiment of statutory obligations.
Budget and Funding approved within the DTS Third Party Revenue Budget, and S151 ID: 23229
Contract Value approval was granted on the 21 April 2026.
Financial details are included in Exempt — Appendix 2.
Term Initial Term: Extensions:

Procurement Route:

Framework mini-competition via Commercial Services (KCS) Framework — Software
Products and Associated Services

It is an established compliant public sector framework that will facilitate continuity of
service for the existing solution. The existing solution is embedded across the
council’s infrastructure and replacement technical solution at this point would
introduce cost, risk and operational disruption.

The framework will enable a competition of the provider through whom the council
will purchase the solution.

Mitigated through continuity of proven technological capability on the Councils
technical estate, to detect threats and maintain cyber security resilience.

Martin Sadler, Director, Digital, Information and Technology Service

In consultation
with

Chief Finance Officer (or their delegate), Director of Commercial and Procurement
(or their Delegate), the Monitoring Officer (or their delegate), and the Executive
Member Portfolio Holder.
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2. Provision of Managed Security Operations Centre (SOC), Security Information and Event

Management (SIEM) and Security Orchestration, Automation and Response (SOAR) Services

Purpose Provision of 24/7 cyber monitoring, threat detection and incident response capability.

Service Please see Exempt Appendix 2

Rationale

Existing Please see exempt Appendix 2.

Arrangements The current reseller contract expires July 2026

Strategic To maintains cyber resilience and protect Council services providing 24x7x365

outcome monitoring, advanced threat detection, alert correlation, and incident triage across
multiple security telemetry sources, including cloud services, identity platforms,
endpoints, network devices, and security controls.

Budget and Funding approved within the DTS Third Party Revenue Budget, and at Spend

Contract Value

Control Board - S151 ID: 23232 on the 21/04/26. Financial details in Exempt —
Appendix 2.

Term

Procurement Route:

Procurement
Route

Rationale

Key risks:

Cyber resilience
and
interoperability

Service
disruption if
changed

Delegation To:

Chief Officer (or
their delegate)

Initial Term: 1 Year Extensions: 1 Year

A Call-off under Kent Commercial Services (KCS) Framework — Software Products
and Associated Services (Y23065), awarded under PCR2015. The award of contract
will be via a compliant framework mini-competition in line with framework rules and
transition provisions within the Procurement Act 2023.

It is an established compliant public sector framework that will facilitate continuity of
service for the existing solution. The existing solution is embedded across the
council’s infrastructure and replacement technical solution at this point would
introduce cost, risk and operational disruption.

Mitigated through continuity of proven capability and a technology on the Councils
technical estate.

Mitigated through continuity and integrated delivery model

Martin Sadler, Director, Digital, Information and Technology Service

In consultation
with

Chief Finance Officer (or their delegate), Director of Commercial and Procurement
(or their Delegate), the Monitoring Officer (or their delegate), and the Executive
Member Portfolio Holder.
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3. Provision of a Hosted Real-Time Intelligent Security Compliance and Vulnerability

Management Solution

Purpose: Continuation of real-time vulnerability monitoring and cyber assurance capability.

Service Please see exempt Appendix 2

Rationale

Existing Please see Exempt appendix 2.

Arrangements | The solution has been in place since 2022 and is embedded within the Council’s cyber
assurance processes. Current contract expires July 2026

Strategic A stronger, more resilient security posture where vulnerabilities are continuously

outcome identified, prioritised and remediated, reducing cyber risk and ensuring systems

remain secure and compliant.

Total Contract
Value

Term

Procurement Route:

Procurement
Route

Rationale

Key risks:

Cyber
vulnerability
exposure

Service
disruption, and
cost if changed

Delegation To:

Chief Officer
(or their
delegate)

Funding approved within the DTS Third Party Revenue Budget, and at Spend Control
Board, S151 ID: 23231 on the 21/04/26, financial details are included in Exempt —
Appendix 2.

Initial Term: 1 Year Extensions: 1 Year

Call-off under Kent Commercial Services (KCS) Framework — Software Products and
Associated Services (Y23065), awarded under PCR2015. The award of contract will
be via a compliant framework mini-competition in line with framework rules and
transition provisions within the Procurement Act 2023

It is an established compliant public sector framework that will facilitate continuity of
service for the existing solution. The existing platform is embedded across the
council’'s complex security processes; replacement would add cost and disrupt
assurance.

The framework will enable a competition of the provider through whom the council will
purchase the solution.

Mitigated through continuity of monitoring capability

Mitigated through continuity and integrated delivery model, avoiding service disruption.

Martin Sadler, Director, Digital, Information and Technology Service
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In Chief Finance Officer (or their delegate), Director of Commercial and Procurement (or
consultation their Delegate), the Monitoring Officer (or their delegate), and the Executive Member
with Portfolio Holder.

4. Strategic Workforce Planning & Leadership Programmes (PQ0652-1_2026)

Purpose: Delivery of workforce planning and leadership development programmes supporting
transformation and improvement as part of the Councils Improvement and Recovery Plan
(IRP), and to address the requirements set out in the Commissioners Assurance Plan.

Service Continuation of external expertise is required to further develop the Council’s workforce
Rationale and leadership capability. A significant and prolonged lack of investment in management
development and in building a leadership cadre able to operate in an organisation of this
scale and complexity has contributed to the Council’s difficulties. Targeted investment is
essential to support recovery and onward growth of the City, stabilise a permanent senior
team, and reduce turnover and reliance on interims. The Council does not have the
in-house capability to design and deliver this workforce and leadership strategy, and the
HR Operating Model has always assumed this would be commissioned externally when
required.

Existing There is an existing contract through which the workforce strategy and other related work
Arrangements was delivered, which is now complete. The two new programmes of work require a new
contract to be put in place with the Talent Foundry.

Strategic To support the delivery of:
outcome Strategic Work Force Planning (SWP): A workforce that is right-sized, skilled, and

aligned to the transformed Target Operating Model, ensuring the council has the right
people in the right roles at the right time to deliver services sustainably.

- Leadership Development: A strengthened leadership cohort with the capability,
behaviours, and cultural alignment needed to lead in a complex environment and
embed sustainable organisational change.

Total Contract Funding required has been approved at spend control board, financial details are included
Value in Exempt — Appendix 2.

Term Initial Term: 10 Months Extensions: Subject to

Procurement Route:

Procurement Call-off via YPO Consultancy Framework Managed Service Provider (MSP) model).

Route Appointing Talent Foundry Ltd under PCR 2015.

Rationale It is an established public sector framework that will facilitate the requirement for continuity
of service.

Their established understanding of BCC enables rapid, efficient delivery and minimise
duplication of resource effort and cost, recognising the foundational work and integration
already achieved through delivery of the IRP to date.

Workforce mitigated through targeted leadership and workforce planning interventions
capability gaps;

Continuity of Mitigated through continuity and integrated delivery model

delivery.

Delegation To:
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Chief Officer (or
their delegate)

Katy Fox, Executive Director, HR, OD and Transformation

In consultation
with

Chief Finance Officer (or their delegate), Director of Commercial and Procurement (or
their Delegate), the Monitoring Officer (or their delegate), and the Executive Member
Portfolio Holder.

5. Revenues Processing Service (P1241_2026)

Purpose: Provision of additional processing capacity to manage increased demand and backlog
within Revenues Service.

Service The Revenues Service is facing unprecedented demand and a growing backlog

Rationale caused by rising council tax and business rates queries, the cost of living crisis and
recovery cycle correspondence. The service cannot meet this demand with existing
capacity, so a long-term external partner with suitably skilled resource is required to
provide flexible support and maintain service delivery.

Existing There is an existing contract that will expire on 17th March 2027 however spend is

Arrangements | likely to exceed the contract value in November 2026 so is being re-procured early.
The contract value has been reached early due to 1B/Oracle issues and
unprecedented volume of work received by the Council’s revenue service (mainly due
the increase in Council Tax, bin strike, cost of living) all of which led to continual
increased items of correspondence being received.

Strategic To Enables effective billing, collection and recovery of Council Tax and Business

outcome: Rates, in order to supports delivery of statutory services.

Total Contract
Value

Approval has been obtained by Section S151 Spend Board on 10th March 2026 (1D
21739). This is funded from the Revenues budget, financial details are included in
Exempt — Appendix 2

Term

Procurement Route:

Initial Term: Extensions: None specified

Procurement Direct award via CCS G-Cloud 14 framework
Route
Rationale The Council will use the CCS G-Cloud 14 framework to directly award a call-off

Key risks:

Service
performance
and revenue
collection;

Delegation To:

contract via the online catalogue, following the required six-step buying process. This
route is compliant, efficient, and has been formally approved by the Commercial &
Procurement Assurance Group.

Mitigated through external capacity and specialist support to maintain collection of
Council income.
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Chief Officer
(or their
delegate)

Tim Savill, AD Revenues, Benefits and Rents

In
consultation
with

Chief Finance Officer (or their delegate), Director of Commercial and Procurement (or
their Delegate), the Monitoring Officer (or their delegate), and the Executive Member

Portfolio Holder.
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